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Overview of this Talk

Computational Self-Awareness:
architectures and algorithms inspired by
psychology.

A Need for Dynamic Architectures for
Computational Self-Awareness?

What is Needed to Achieve the Vision?
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The Need for Self-Aware Computing
A view from autonomic computing1

“To be autonomic, a computing system needs to know itself...”
“...knows its environment and the context surrounding its activity, and acts
accordingly.”

A view from robotics2

Self-awareness, and in particular what-if internal modelling, is not only
beneficial, but essential for safety and robot ethics.

A view from deep space3

Self-awareness and self-expression are promising architectural concepts for
embedded systems... in the avionic and space-flight industry.

1IBM’s manifesto for autonomic computing, 2001
2A. Winfield. Robots with internal models: A route to self-aware and hence safer robots. In J. Pitt,

editor, The Computer After Me: Awareness and Self-awareness in Autonomic Systems, pages 237–252.
World Scientific, 2014

3T. Nya, S. C. Stilkerich, and P. R. Lewis. A modelling and simulation environment for self-aware
and self-expressive systems. In Seventh IEEE International Conference on Self-Adaptive and
Self-Organizing Systems (SASO 2013) Workshops Proceedings, pages 65–70. IEEE, 2013
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Self-Awareness
EPiCS Project: a four-year EU project
aimed at laying the foundations for
self-aware computing systems.

Hypothesis:
Systems which are aware of their own state, behaviour, environment,
performance etc. can better manage trade-offs between goals at run-time, in
uncertain and dynamic environments.

We carried out a survey...
P. R. Lewis, A. Chandra, S. Parsons, E. R. Robinson, K. Glette, R. Bahsoon, J. Torresen and X. Yao, A
Survey of Self-Awareness and Its Application in Computing Systems. In Fifth IEEE Conference on
Self-Adaptive and Self-Organizing Systems Workshops (SASOW), pp 102-107. IEEE Press, 2011.

And found that what self-awareness
means for computing systems
was not well understood.
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Self-Awareness
History

Term first introduced around the start of the 20th century.
Emerging field within Psychology during the 1960-80’s.

Definitions from Psychology

Morin [3] defines self-awareness as
“the capacity to become the object of one’s own attention” ;
“The organism becomes aware that it is awake and actually experiencing
specific mental events, emitting behaviours, and possessing unique
characteristics.”

Can be an awareness of...
Self-as-object: oneself as an object in the world, vs.
Self-as-subject: oneself as the subject of unique experiences.

[3] Alain Morin. Levels of consciousness and self-awareness : A comparison and integration of various
neurocognitive views. Consiousness and Cognition, 15(2):358–71, 2006
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Computational Self-awareness
We are taking inspiration from ideas in psychology,
and translating and applying them to the design of computing systems.

−→

Three key concepts:

Public and private self-awareness.
Levels of self-awareness.
Collective self-awareness.
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Private / Public Self-Awareness: Key Concept 1

Private self-awareness:
Knowledge of and based on phenomena internal to oneself.
E.g. hunger, pain, preferences, goals, feelings.
Computational interpretation: internal state, individual goals and progress
towards them, own capabilities, available algorithms / configurations.

Public self-awareness:
Knowledge of and based on phenomena external to oneself.
One’s subjective experience of ones environment and oneself in it.
E.g. I was punched, my relationships with others, effects of my behaviour,
how others perceive me.
Computational interpretation: physical environment, social environment
(other systems), collective or others’ goals and progress towards them.

More information:

[4] Shelley Duval and Robert A. Wicklund. A theory of objective self awareness. Academic Press,
Oxford, UK, 1972

[5] Caroline Goukens, Siegfried Dewitte, and Luk Warlop. Me, myself, and my choices: The influence of
private self-awareness on preference-behavior consistency. Technical Report MO0702, Katholieke
Universiteit Leuven, Belgium, 2007
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Levels of Self-awareness: Key Concept 2

Neisser’s levels [6]:
1 Ecological self (awareness of internal or external stimuli)
2 Interpersonal self (awareness of interactions, e.g. with others)
3 Extended self (awareness of time: past and/or future)
4 Private self (awareness of own thoughts, feelings, intentions)
5 Conceptual self (possession of an abstract representation of oneself).

Meta-self-awareness
The conceptual self also permits meta-self-awareness:
“being aware that one is self-aware” [7]. This can be iterative.

[6] Ulric Neisser. The roots of self-knowledge: Perceiving self, it, and thou. Annals of the New York
Academy of Sciences, 818:19–33, 1997

[7] Alain Morin and J. Everett. Conscience de soi et langage interieur: Quelques speculations.
[Self-awareness and inner speech: Some speculations]. Philosophiques, XVII(2):169–188, 1990
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Levels of Computational Self-awareness
Computational interpretation [8] of Neisser’s levels of self-awareness:

Ecological self → Stimulus-aware
Interpersonal self → Interaction-aware
Extended self → Time-aware
Private self → Goal-aware
Conceptual self → Meta-self-aware

[6] Ulric Neisser. The roots of self-knowledge: Perceiving self, it, and thou. Annals of the New York
Academy of Sciences, 818:19–33, 1997
[8] F. Faniyi, P. R. Lewis, R. Bahsoon, and X. Yao. Architecting self-aware software systems. In
Proceedings of the Working IEEE/IFIP Conference on Software Architecture (WICSA) 2014, pages
91–94. IEEE, 2014
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Collective Self-Awareness: Key Concept 3

In collective biological systems we often see:

A global sense of self, despite minimal self-awareness in constituent parts.
Self-knowledge is distributed, not present at a single point.

Examples: the brain, ant colonies, immune systems [9].

Implications for self-aware system design:

Systems can exhibit behaviour which appears globally self-aware.
No single component is required to possess system-wide self-knowledge.
Need not require that a self-aware system possesses a central controller.
Sufficient for components just to have local knowledge, of relevant parts.

More information:
[9] Melanie Mitchell. Self-awareness and control in decentralized systems. In Working Papers of the
AAAI 2005 Spring Symposium on Metacognition in Computation, pages 80–85, Menlo Park, CA, USA,
2005. AAAI Press



11/21

A Reference Architecture for Self-Aware Systems

[10] Peter R. Lewis, Arjun Chandra, Funmilade Faniyi, Kyrre Glette, Tao Chen, Rami Bahsoon, Jim
Torresen, and Xin Yao. Architectural aspects of self-aware and self-expressive systems: From psychology
to engineering. Computer, 48(8), August 2015
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Various Architectural Patterns can be Derived
Several architectural patterns can be derived, by taking different subsets of the
reference architecture, as needed, for the application.

The most appropriate concrete architecture varies, based on factors such as the
dynamics and complexity of the task [11].

Different situations =⇒ different architectures.

[10] Peter R. Lewis, Arjun Chandra, Funmilade Faniyi, Kyrre Glette, Tao Chen, Rami Bahsoon, Jim
Torresen, and Xin Yao. Architectural aspects of self-aware and self-expressive systems: From psychology
to engineering. Computer, 48(8), August 2015
[11] Peter R. Lewis, Marco Platzner, Bernhard Rinner, Jim Torresen, and Xin Yao, editors. Self-Aware
Computing Systems: An Engineering Approach. Springer, 2016
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Key Question

We know that humans engage in multi-level iterative reflection:

“John realised that he was slow to learn what Mary had learnt yesterday,
that the chocolate was in the cupboard.”

Should we provide a full structure to support this, always?
If not, why limit the structure, when we know that it could be useful?

Regardless of whether you choose this architecture or another...

Could static architectures in self-aware systems be limiting adaptivity and
wasting runtime resources?

[12] Albert Newen and Kai Vogeley. Self-representation: Searching for a neural signature of
self-consciousness. Consciousness and Cognition, 12:529–543, 2003
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Two Problems
The Problem of Extensibility

Architectures used so far in self-aware computing have either been too
static to allow adaptability to go beyond simple cases (our architecture
pre-supposes only one meta-self-awareness component), or too high level
to provide any meaningful design detail from a self-awareness perspective
(e.g., MAPE-K [13]).

The Problem of Adaptability

Carrying out the architecture selection process is currently manual and
time-consuming and results in a fixed output.
If the environment changes, systems are reliant on humans to change their
architecture periodically in an offline and time-consuming way.
Self-aware systems do not yet know about or adapt the architecture
of their own learning machinery, even though this will be needed
when facing different unforeseen situations.
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Towards Dynamic Architecture
Therefore we need a new approach to architecture for computational
self-awareness, which:

Captures self-awareness concerns (e.g. levels of self-awareness),
Enables multi-level reflection (“iterative meta-self-awareness”), and
Supports dynamic reconfiguration of the architecture.

Such architectures would need to be:

Based on reusable online learning processes,
Encapsulated as generic self-awareness components.

This looks more to connectionist architectures (e.g., like neural networks), than
the intelligent agent architectures (e.g., as with ours, MAPE-K etc.)
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What is needed to realise this vision?

A way to encapsulate a range of online learning algorithms as generic
self-awareness components,
A way to connect them to each other using standard interfaces, in
reflective relationships (i.e., as input, to learn about them, with respect to
higher-level goals).
Techniques to evolve the architecture of a system during runtime,
including the runtime creation of new self-awareness processes, the rewiring
of existing ones, and processes that add little value be stopped.
An architecture platform to implement this on, and support supports
deployment, arbitrary connectivity, scaling, etc.

This dynamic architecture approach allows for arbitrary architectures to be
formed and re-formed on the fly.

The architecture itself becomes a topic for self-awareness processes to
learn and reason about, and to adapt.
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